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▪Professor at Institute of Computer Science, Warsaw
University of Technology (Poland) and Senior 
Researcher at FernUniversitaet in Hagen (Germany)

▪Head of the Computer Systems Security Group
(CSSG) at WUT

▪Author or co-author of 2 books, over 150 papers, 2 
patent applications and over 35 invited talks

▪Research interests: information hiding, network 
security, bio-inspired security, network traffic
measurements

▪ Involved in many research projects funded by: EC 
(H2020: SIMARGL, PREVISION, IoRL), US Army
(CoCoDe), and domestic ones

▪ Founder and Coordinator of the Criminal Use of 
Information Hiding (CUIng) initiative (with Europol)

Wprowadzenie
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▪SIMARGL (Secure Intelligent Methods for Advanced
RecoGnition of malware and stegomalware)

▪The project has received funding from the European
Union’s Horizon 2020 research and innovation
programme under grant agreement No 833042

▪SIMARGL brings together experts in information hiding
and malware from 14 European organisations from 7
countries
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Project website: https://simargl.eu
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▪Introduction to information hiding

▪Information hiding techniques in real-life malware

▪Trends in network covert channels

▪Challenges for countering network information hiding

Wprowadzenie
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▪ Information hiding is part of a wide spectrum of methods that
are used to make secret data difficult to notice for the curious
third party observers 

▪Steganography is one of the most well-known subfields of 
information hiding and aims to cloak secret data in a suitable 
carrier – in communication networks we use the term network 
covert channels or network steganography

▪ Information hiding has proved very handy and has been 
utilized and mastered by humankind throughout the ages

▪ Inspiration for such mechanisms is strongly related to 
phenomena observable in nature as they have their roots in 
nature (camouflage, mimcry, etc.)

Wprowadzenie
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▪Terrorist attack on
11th September 
2001 (probably) was 
planned using 
steganography  

▪After these attacks 
there has been a 
growing interest in 
modern methods
and their detection
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▪June 2010: a Russian spy ring discovered in US

Wprowadzenie

Indictment act:
(http://www.justice.gov/opa/documents/062810complaint2.pdf)



Information hiding includes various techniques that can be 
broadly divided, based on the aim to be achieved, into two 
groups:

▪ „Safe locker”: solutions that allow to hide secret data in such a way 
that no one besides the owner is authorized to discover its location 
and retrieve it. In other words, the aim is to not reveal the stored 
secret to any unauthorized party

▪ „Live drop”: methods intended for the communication of messages 
with the aim of keeping some aspect of such an exchange secret

11OUR MAIN FOCUS





Many possible carriers exist – hard to monitor all of them!

Other types of information hiding are also possible:

▪Network traffic type obfuscation techniques

▪Local covert channels

▪Etc.

Network Covert
Channels

Modern 
Information Hiding



Characteristic features:
▪ Limited capacity - known in advance
▪ Limited data hiding „dimensions”
▪Artifacts remains
▪ Static in nature

Receiver5 4 3 2 1… …678

Communication channel

Transmitter

Characteristic features:

▪Many potential data hiding „dimensions”

▪Emphemeral in nature

▪Dynamic in nature



15

Network Covert
Channels
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▪One of the newest trend in information hiding 

▪Data hiding methods that utilize as a hidden data 
carrier network protocols (PDUs and/or the way 
they are exchanged) and/or the relationships 
between them

▪Information hiding opportunities in networks come 
from the increasing complexity and redundancy of 
protocols/services

▪To provide undetectability:
▪Use of popular carriers
▪Use of anomalies that happen in the networks 
▪Imitate behavior specific to certain types of traffic / 

protocols / services / users (mimicry)

Wprowadzenie
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McAfee Labs Threats Report
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▪The first massive usage of such techniques can be 
traced back to 2006 when Operation Shady RAT 
led to attacks against numerous institutions
worldwide and inflicted damage for months

▪The main program responsible for this attack was
the Trojan.Downbot

▪This trojan created a back door and then 
downloaded files appearing as real HTML pages or 
JPEG images

▪These files were encoded with commands that 
would allow remote servers to gain access to 
local files on the infected host computer
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▪Group 1: malware that embeds secret data by 
modifying a digital image file’s structure 

▪Group 2: malware that embeds secret data by 
using digital media steganography

▪Group 3: malware that injects secret data into 
network traffic
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28,1
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▪ZeusVM – variant of Zeus/Zbot malware

▪Similar principle has been found e.g. in (infamous) 
Hammertoss APT discovered in July 2015

▪It downloads innocent JPG from the C&C server:

▪The file shows a sunset



26

▪Malware config file appended after the original 
image data – the image still launches correctly!
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▪Stegoloader uses the most popular (and the 
simplest) digital media steganography technique: 
Least Significant Bit (LSB) modification

▪Stegoloader has a modular design and 
steganography is utilized to hide its main 
module’s code inside a Portable Network Graphics 
(PNG) image downloaded from a legitimate 
website
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▪W32/Foreign.LXES!tr hides malicious traffic under
the HTTP/1.1 404 Not Found Error

▪HTTP 404 Error is a standard HTTP response code 
that indicates that the client is able to 
communicate to a server but that the server could 
not find the page that the client is requesting
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▪Data exchange with C&C server is hidden in the 
HTTP 404 Error within the source code comment 
between the NCMD keywords
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LSB JPG steganography

PDF steganography
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The legit image contains a new 
Powershell command. The 
weaponized image is crafted using 
the Invoke-PSImage script, which 
allows to embeds the bytes of a 
script into the pixels of a PNG file. 
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▪What we observe in current malware today is not 
suprising at all for experts & academics

▪These information hiding techniques have been known 
for years

▪And there are many more sophisticated methods 
available

▪Application of the information hiding techniques will lead 
to even more sophisticated and stealthier malware that 
will be even harder to detect than nowadays

▪ First symptoms have already been observed – a new type 
of advanced persistent threat (APT) and now ordinary 
malware follows

Wprowadzenie
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Potential developments for information hiding-capable 
future malware:
▪Better digital media steganography algorithms – they 

are already available: e.g. F5, HUGO – harder to 
detect/eliminate

▪New devices/networking environments: smartphones, 
Internet of Things (IoT), CPS, SDN, etc.

▪New services/protocols: Dropbox, Skype, VoIP, 
BitTorrent, SCTP etc. 

▪New concept for botnets: overlay network that utilizes 
only steganographic methods to communicate (stego-
botnets)





▪Message Queuing Telemetry Transport (MQTT) is currently
widely deployed in Internet of Things (IoT) environments 

▪A first comprehensive study of covert channels in MQTT (a 
publish-subscriber model-based protocol)

▪We identified in total 13 covert channels: 7 direct and 6 indirect 
covert channels 

▪We prove MQTT-based covert practical feasibility by 
implementing the chosen data hiding scheme and perform its 
experimental evaluation

A. Velinov, A. Mileva, S. Wendzel, W. Mazurczyk - Covert Channels in MQTT-based
Internet of Things, IEEE Access, 2019, DOI: 10.1109/ACCESS.2019.2951425 



Indirect Covert Channel using Topic Ordering and Updates 
Presence/Absence

A. Velinov, A. Mileva, S. Wendzel, W. Mazurczyk - Covert Channels in MQTT-based
Internet of Things, IEEE Access, 2019, DOI: 10.1109/ACCESS.2019.2951425 





▪Cloud architectures or services can be also used to create 
covert channels

▪An example uses Dropbox – key idea:
▪ Changing the content of a file will produce a “a file has changed” notification;

▪ Changing the name of a file will produce a “file name has changed” 
notification; 

▪ Add/delete file(s) will produce a “Y file(s) has (have) been added/removed”;

▪ This can be used to encode bits into patterns of operations.

▪We implemented two methods using Dropbox and evaluated
their performances in realistic scenarios

Rename

1

Delete Rename Rename

0

2

I I . DROPBOX : AN OVERVIEW

Dropbox1 is a cross platform application running on

OSX, iOS, Android, Windows/WindowsPhone and Linux. In

essence, it offers a storage service, which can be accessed

from the browser or automatically synced with the local file

system via an ad-hoc client interface running in background. It

also enables collaboration by allowing users to exchange up-

to-date contents located in a shared folder. The Web version

of Dropbox offers a basic backup service, which can be used

to revert to a prior version of a file, for instance to cope with

accidental deletions or modifications.

To store and synchronize files, Dropbox relies upon two

different cloud computing infrastructures [21]. The first is

based on the Amazon S3 storage service, which is respon-

sible for physically hosting files. While the organization of

the file system of each user is forced by the guest OS,

the Dropbox architecture internally adopts namespaces. Each

user (or shared folder) has a unique root namespace and

contents are located by using relative paths. Then, the client

interface exchanges with the Amazon cloud the traffic needed

to upload, update and retrieve a given file together with

metadata describing the content. When a user locally creates

or changes a file, it is synchronized with remote servers.

To avoid excessive bandwidth requirements and to increase

the Quality of Experience (QoE), files are split into blocks

having a maximum size of 4 Mbytes, each one marked with

an SHA-256 hash. The list of hashes is used to identify

the file in a unique way in the framework including the

file system journal [22]. Handling small portion of data in

a separate manner allows to transmit to servers (named block

servers) only blocks that have changed, rather than the whole

file. This is used by the client interface to perform further

optimizations. The first is delta encoding, which detects mod-

ifications and upload/download blocks selectively. The second

improves the throughput by means of compression [19]. An

additional enhancement pipelines the transmission of blocks

to reduce the latency experienced by users [23]. According

to the Dropbox site, the core functionalities for exchanging

files are implemented via librsync [24]. The produced traffic

represents the data plane of Dropbox and it is transported via

TCP and encrypted with the Secure Socket Layer (SSL) [1].

Dropbox also enables devices located in the same LAN to

sync. Recalling that files are stored in the Amazon datacenter,

the normal approach requires that a device sends data to the

cloud while the other retrieves the modified blocks from the

Internet. From version 2.10, Dropbox implements a “stream

sync” feature, i.e., the downloading client interface retrieves

blocks even if the uploading peer has not completed the

commit. This can still lead to performance bottlenecks, hence

users would benefit if a direct communication among the two

devices is possible. To this aim, Dropbox uses an additional

protocol, named db-lsp, composed of two parts. The first is

db-lsp-disc and queries the local network every 30 seconds to

find devices by means of broadcast UDP messages sent on

port 17500. If a device is found, the second part of the db-lsp

directly starts an encrypted TCP conversation on the same port

1ht t p: / / www. dr opbox. com

Alice	 Bob	Covert	Channel	

Internet	

Dropbox	Cloud	

Dropbox	Traffic	 Warden	

Fig. 1. Reference scenario for the development of a covert channel targeting
the Dropbox personal cloud storage service.

to negotiate parameters and directly exchange data. To avoid

multiple incoherent snapshots in thesystem, theAmazon cloud

has to be updated as well, but this can happen in background

without degrading the perceived QoE. At the time of writing,

the db-lsp is only supported by client interfaces running on

desktops.

The second datacenter composing the architecture is op-

erated by Dropbox and it is in charge of authenticating

users, handling the proper “signaling” traffic and keepalives to

recognize if a host has disconnected. Specifically, it notifies

the client interfaces about modifications of a shared content

and it sends pointers to retrieve the needed blocks from

the Amazon datacenter. In this case, proper servers (named

metadata servers) “ resolve” hashes and exchange information

with the Amazon cloud to preserve the coherence of the

information. Another important portion of the framework is

given by the notification protocol, which dispatches all the

changes performed on a file throughout the entire architecture.

The resulting flow of traffic represents the control plane and its

functionalities are implemented via an HTTP-based protocol

exploiting long polling transmitted through TCP/SSL [1].

I I I . REFERENCE SCENARIO AND ANALYSIS OF CHANNELS

In this section, we present the considered reference sce-

nario and we showcase potential covert channels exploit-

ing Dropbox. In the following, we use interchangeably the

terms network covert channel, hidden communication, and

steganographic channel, except when doubts arise [25], [26].

Besides, we consider network steganography as the technique

to create covert channels for hidden communication. However,

such covert channels do not exist in communication networks

without steganography (only the “possibility” exists a priori)

[26]. In general, covert channels are characterized by the

following performance indexes [26], which will be used in

the rest of the paper:

• steganographic bandwidth: defines the volume of secret

data sent per time unit;

• undetectability: quantifies the inability of discovering the

presence of secret information within the carrier;

• robustness: represents the resistance of a covert channel

against impairments.

We assume that Alice and Bob want to establish a covert

channel to communicate in a stealthy manner through the

Internet. All the messages are inspected by a Warden, which

can be placed everywhere in the path. This general use case is



The most important part of this research is not the development of a new covert channel. Instead, creating new methods allows to increase
the understanding of what can be exploited in a complex scenario, as well as particular user behaviors to develop effective
countermeasures and detection techniques.

L. Caviglione, M. Podolski, W. Mazurczyk, M. Ianigro - Covert Channels in Personal Cloud Storage 
Services: the case of Dropbox, IEEE Transactions on Industrial Informatics, Vol. 13, Iss. 4, pp. 1921-1931, 
2017 DOI: 10.1109/TII.2016.2627503

The resulting bandwidth depends on the 
method and how aggressively the method
is used

In order not to be easily spotted the data 
hiding must take into account users’ behavior





▪TranSteg is intended for a broad class of multimedia and real-
time applications e.g. IP telephony or services like video 
streaming

▪The typical approach to steganography is to compress the 
covert data in order to limit its size because it is reasonable in 
the context of a limited steganographic bandwidth

▪TranSteg utilizes compression of the overt data to make space 
for the secret data

▪TranSteg for IP Telephony is using transcoding of the voice data 
from a higher bit rate codec – overt codec to a lower bit rate 
codec – covert codec with the least possible degradation in 
voice quality

Stegano.net - Network Steganography and Anomaly Detection
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intercept all voice packets 

between Alice and Bob

TranSteg in action (2/2)
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▪TranSteg experimental results for a pair of codecs: G.711
(overt codec: 64kbit/s) and G.726 (covert codec: 32 kbit/s)

▪A high steganographic bandwidth – 32 kbit/s – was achieved 
while introducing delays lower than 1 ms, and still retaining 
good voice quality (14,4 MB/hour; 345 MB/day; 10.4 
GB/month)

▪Detection strongly depends on the realized hidden 
communication scenario and the capabilities of a warden 
responsible for network steganography detection

▪Generally TranSteg detection is difficult to perform especially if 
the voice stream is encrypted

W. Mazurczyk, P. Szaga, K. Szczypiorski - Using Transcoding for Hidden Communication
in IP Telephony - Multimedia Tools and Applications, Volume 70, Issue 3, pp. 2139-2165, 
DOI: 10.1007/s11042-012-1224-8, June 2014

Stegano.net - Network Steganography and Anomaly Detection

http://cygnus.tele.pw.edu.pl/~wmazurczyk/art/MTAP-TranSteg1.pdf
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A. Janicki, W. Mazurczyk, K. Szczypiorski - Influence of 
Speech Codecs Selection on Transcoding Steganography -
Telecommunication Systems: Modelling, Analysis, Design 
and Management, Vol. 59, Iss. 3, pp. 305-3315, 2015

http://cygnus.tele.pw.edu.pl/~wmazurczyk/art/TranSteg2.pdf


Stegano.net - Network Steganography and Anomaly Detection

MFCC = Mel-Frequency Cepstral Coefficients
GMM = Gaussian Mixture Models

A. Janicki, W. Mazurczyk, K. Szczypiorski - Steganalysis of Transcoding Steganography - Annals
of Telecommunications, Vol. 69, Iss. 7, 2014, pp. 449-460, DOI: 10.1007/s12243-013-0385-4

http://cygnus.tele.pw.edu.pl/~wmazurczyk/art/AoT-TranSteg.pdf


A. Janicki, W. Mazurczyk, K. Szczypiorski - Steganalysis of Transcoding Steganography - Annals
of Telecommunications, Vol. 69, Iss. 7, 2014, pp. 449-460, DOI: 10.1007/s12243-013-0385-4

http://cygnus.tele.pw.edu.pl/~wmazurczyk/art/AoT-TranSteg.pdf
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▪Asymmetry: ease of development of new techniques vs. a 
challenge to detect/eliminate/limit

▪Developing effective and more general tool to detect 
information hiding techniques in communication networks is 
still an open challenge

▪Many of the existing detection methods are not practically 
feasible in current communication networks

▪Currently (more or less):

one steganographic method ≈ one detection solution

▪ It is easier to (blindly) prevent information hiding technique 
utilization than to detect covert communication
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▪ Adaptive covert communication parties – improved information hiding-based
threat - two stages: the network environment learning (NEL) phase and covert
communication (COM) phase

▪ CS and CR are able to infer normalization rules used by the regular warden and 
then adapt/choose the data hiding technique not covered by the warden

CS CR

I

Static
Warden 

Normalization 
rules:

rule 1: .......
rule 2: .......
rule 3: .......
rule 4: .......
..........

Exchange of the metadata that describes 
probe traffic during NEL phase

Probe traffic Probe traffic

RD

CS – Covert Sender
CR – Covert Receiver
I – Intermediate Node
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▪ New approach to elimination of network covert channels

▪ Focused to deter adaptive covert communication scenario by constantly
shuffling the active normalization rules set to confuse covert communication
parties so the hidden data exchange to last longer

CS CR

I

Dynamic 
Warden ST1/ST2

ST2 ST2

ST1/ST2
Normalization 

rules:
rule 1: .......
rule 2: .......
rule 3: .......
rule 4: .......
..........

Exchange of the metadata that describes 
probe traffic during NEL phase

Probe traffic Probe traffic

fR

RD

CS – Covert Sender
CR – Covert Receiver
I – Intermediate Node



63W. Mazurczyk, S. Wendzel, M. Chourib, J. Keller - Countering Network Covert Channels with 
Dynamic Wardens, Future Generation Computer Systems, vol. 94, 712–725, 2019

• Experimental results prove that Dynamic Warden strategy
makes attack to last 25% longer (more time to spot covert
communication)
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▪Which complex and advanced „constructions” of 
network covert channels can be utilized by cyber 
criminals in the future?

▪What makes some protocols/services more prone to 
data hiding than others (and how to express this)? How 
and why this susceptibility changes in time?

▪Can we construct a protocol/service in such a way that
it is immune to information hiding or ensure that this
susceptibility is significantly limited? 

▪What should we take into account and how to design 
detection/prevention methods so they are more
universal/general?
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